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Your ethics issues 
1. Dilemmas – great benefits of data sharing, but real risks 

(small to severe) of harm to clients or HR organisations 
• Improve services, meet reporting requirements, but… 

• Real risks: loss of trust, breach confidentiality, harm, violence 

• Tension: “objective” research vs. data for advocacy 

• Uses of representations: can be inaccurate, exploitative 

 

1. Anonymisation 
• Lack of clarity about legal requirements 

• Tools being used – in-house and external systems 
 

2. Consent 
• Uncertain if required – if not legally, then ethically 

• Challenging groups – children, images, those lacking capacity 

 

 

 



Five Safes 

• Safe People  

• Safe Projects  

• Safe Settings  

• Safe Outputs  

• Safe Data  



Informed consent – information sheets and 

forms 

• Meet requirements of Data Protection laws: 

– purpose of the research  

– what is involved in participation  

– benefits and risks  

– mechanism of withdrawal 

– usage of data – for primary research and sharing 

– strategies to ensure confidentiality of data, where 

relevant 

• Complete for all purposes: use, publishing, sharing 

• Simple and avoiding excessive warnings 



In practice: wording in consent form / 

information sheet 



Anonymising data 

• Plan or apply editing at time of transcription except:  

longitudinal studies - (linkages) 

 

• Consistency within research team and throughout project  

 

• Avoid over-anonymising - removing/aggregating 

information  distort data, make them unusable, unreliable or 

misleading  

• ex. image data 

 

Controlling access a better option than over-anonymising 



In practice: example anonymisation 



Emerging models - consent 
 

• Dynamic consent – maintain contact, seek content 
for any new use “substantially” different from original 
 

• Broad or enduring consent – Genome Project, 
biobanks.  Accepted in UK, but not across Europe 
(e.g., Germany) 
 

• Alternative legitimate basis (in data protection laws) 
 
• Administrative Data Research Network – consultation and 

citizen panels 
• Access review committees – medical, Understanding 

Society 
• Citizen panels 

 
 



Many guides – making choices 

 

• Privacy Impact Assessment (ICO recommends) 

 

• ICO’s Data sharing code of practice 

 

• UK Anonymisation Network (UKAN) 

 

• There IS an app for that… 

http://www.scu.edu/ethics/practicing/decision/ 

 

 

 

 

http://www.scu.edu/ethics/practicing/decision/


http://www.scu.edu/ethics/practicing/decision/ 

 

http://www.scu.edu/ethics/practicing/decision/
http://www.scu.edu/ethics/practicing/decision/


Nuffield Council on Bioethics 
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